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Wanted By The FBI JIETEM Community Ouireach ~ Recruiment

nYyeoDn EHE

FBI Portiand
Beth Anne Steele
(503) 460-8099 Dviter [ Facebook . Email

May 30,2017
FBI Tech Tuesday: Building a Digital Defense with an Email
Fortress

Businesses Beware—Fraudsters want to cash in on digital data, and your vulnerable e-mail account can give them the keys to the kingdom. One
of the biggest dangers lurking in your in-box is & version of a phishing scheme.

Inthis case, the fraudster sends you what appears . He may s | 1tto getto you, or
he may have ‘spoofed” an e-mail address making it look real.

Either way, his goal s to get you to give him access to your company and/or your cash. In this phishing scheme, an embedded link is the hook with
‘which he wil atemptto catch you

Once you click on that link, the fraudster
customer records, inancialinformation, and data fies

your system that potentially gives him access to user ID's, passwords,

Phishing sct fien just the start - leading t b i and more.

S0 how do you protect your company? F
Gefenses.

Iployee up to the CEO, your e be a fortress filed with

* Dot use ree web-based e-mai our busiess. Estabish your mail accounts based on that domain.

* Ensure that your firewalls, virus software, and spam fiters are robust and up-o-date.

* Immediately report and delete susp -mails, particularly te peopley know.

*Ifyou receive an e-mail fom someone who appears o be a legtmate contac; but you are wary, make sure you “forward” t back to the sender.
Do ot hit ‘reply.” That way you can manualy type the known e-mail address or find it in your estabiished contact ist to confirm authenticity.

* Dorit cick in @ moment of panic. Fraudsters often use social enginering to siress you out so you will act quickly withou tinking. Check before
you click.

* Consider two-factor authenticaion for empoy you know (suc
(such as dynamicichanging PIN or code.)

Something you have

* Create a securty system that lags e-mails with similar - but incorrect ~ formatting. For instance, you may regulary do business with Joe at
ABC_company.com, but are you going to nofice if one day the e-mil comes from Joe at ABC-company.com?

*Make sure your e-mailis encrypted in-ransitif you are puting sensttive information into it

2017. 05. 30

BEAA-LVEFEROT T T A—LHE L,

MBR XA O —NEBREL. THY Y PEEKT S
TPAT7I4—=N. TANV2VT+IzTELY
ZANLT AN E—HECRFORETER CFFL I
h EShERRT S
HoBOWADNRELILTEE X —IVEESLC |ELT
BlrT 5 C &
FRECRZADOETE 5ofc x—hiEEh 5 L IEL
BIENZ MREER L TYUR X — )V FFDOEGE

AHEZITICZI L X—VEEZTHVTREW &
A= 4L >D2RBOTBIAEERT 5
FAMICPVED T A3BF X —EFIRY 2 0%
MALTRAT S &
BEFBIOERCESICE > TEEENSN
BRI Sk

O @50 9ysx

BRI S LI [T0F1 T4 FIEE) RS

#S, REGEZRVE5CUT, BNERPERRER BRI D)\DETREHLTE
BEX -V BERE YA ) -BER) A TAIC L REREMBML TVET, BHEX-
M. TASBHSOHEHEOEN] © [BEIENS0EE] RE, YEELNMIDERL
A=V XETESNTEET, COLICHRCREDCHBENTVZ 0, FERA-I
EQHRBHELL, IANARRBEDHRDTF 1T HRTHC T EERETT, it
FETR, COLORBNEX- L ERELTHTNNTEBOF AN LOHEN DA LA
FEORRI7AERHL TR EMBLTVET. X-LOBEZECVIERDOPOER
NEEDITENS, BHEX-IBZEZHRBZORRTSTET, RECEHTO [RAA
W URTERITVET,

GO UL PRI R3] ‘

RRERWIBH R
AlC, MOAEERH

WADRYNER,
R

BEEH

1. INTOVYI LI TEBHFEN—Vayii7y 7
F—hLT EAT 5,

270F Y VI L ERBELT. BHY—YarLC
7y 7TT—hrT 3B,

3L X—IEURLY 2 FETLEWE

4774 NVEBHA M BETTIPANDET > O—F®

FITCEBLEFhEZ S B,

SEEERIEEHNIC N Yy 27y 7L IFTNEE S & W,

1o JOPSIIY

6.V 0Ty THEIBRCELEBLIL LX) T 4 —5&IL

THEBA— VL Fa)T4V)a—>arEBUIRR
X — VBT B C &
BNYFDBEEBI AT LEEDLX 1Y T 1 ZEEFA

VIt B PCt*a2 YT 47 v 77—+

QB LR EC—MRILB LT 5t ¥ a1 T 1 FEE

7




@e\ceiueﬁunnn

Advanced Technology, Receive GUARD

3. Receive GUARD
EWNRZIHI A —IWHBIA L —A—=FB74 L2 ) TICREBR A —IVDIRIEEE

Receive GUARD X

e @ B OREIREL B WFEA > b L TRET
i A — VR (ﬂﬁmwmm ERHE SN RERA — b2 1 > 1 B

HEkOFESA Y FMEREBE+FHLVWEAD
F—H—A—FR74 L2V TRE

AT LIRET « T4y T
HNHERY X — )L e

HEALELF2Y T 1 EE
BHRALE 747

K EEAERX — LK
BIFOREORETIIEL LT

//— HESTEH /MR X —
W | EmE!

BMEZ7 740D 14 N AKE

LEMR/SLA—IL




@e\ceiueﬁunnn

Advanced Technology, Receive GUARD

3. Receive GUARD
HATENEAy %> s, NGy olCBURRD iy pm o sesitirsy v 2 —s 2!
GartnerCcHEMih xR -e-mailtx*x 2 VY7514

FERRA —WVME—fis Y U 2 —Y g v Al A—NEHXR=2 VT 1 DFES T YAy = T IR o — R) ORI
APTILE K ' & BiEF 4 ¥ BEC(Business e-mail 2017DH—FF —1T10R LY FeHhBAIE THOERBNEBREZBL TR 7 711D
Compromise) B# |- X —L-T 22 DFFE R Ue-mail %1 U7 4 B ORA Receive GUARD A 4] felRlt e Yl AT >4 LT o 7 k% FR IS
Y—ERD/ INTIZ BRRADOEH BT AR Y VT 2 VSV EBL T — X DERES S EHEE BEOT Y FIANAEROEHRTH S

VAT LT, HRME— OSSR RE TO55 LEEE. BREESE S K NG =Ty 7T — b DOERRIENT DRRR & =R




@e\ceiueﬁunnn

Advanced Technology, Receive GUARD

4. Receive GUARD

HANPO-EFOEZRER A —V X2 T &M G&ceiueﬁlﬂlﬂn

Gartner

“Receive GUARD (3 ftt De-mailt ¥ 1Y) 7 1 Rm DRI o> IcTargetingE & N2 —fLah T4 0
Ny k2 TEE %Al E Machine learningZ i U THT T 34 3 4 E 2R EHe-mailt 2 7 1 Hm”

2017-03

Asset Compliance Vulnerabilities by Severity Remediation Time by Vulnerability Severity

Number of Vulnerabilities Time in hours 0.0000000

RAPIDI) i o

Low ' Low ‘
ERt*a) 7 HMORIRET 2 b

0 100 200 300 400

Vulnerabilities without published exploits — 364 Time for Vulnerabilities without published exploits - 0
B Vulnerabilities with published exploits — 0 M Time for Vulnerabilities with published exploits - 0

5 oA — b BREEREC [ 1513642 ORBADH. 7 2 FER £ —VOE O REUHHRR ST

2017-09




@:eiueﬁuﬁnn

Advanced Technology, Receive GUARD

3. Receive GUARD

MEDA—=NVIVY PV DRBEENE-T-
X—IWVERtE*aYT4YVa—>av

Receive GUARDD B EA1L,
o FEREEFHOEX YT (HEEDEA

y

A=IT7AT 7 +—ILEfH
Receive GUARD 7
t¥alUTse-malzrov
SECU MAILE%

2014

2004

A =TV ORF
o BiffomAt kY — X 05A

« SECU MAILY —E X DA

(EREEDX—ILtF 1Y T 13810)

e e-mailldtEFa VT AT UE

SFHIBE

o HRFFRA—ILEREF 1Y

TAVY)a— 3 rEE

« EEtEFaUT a4 X—LEEL

E Ao 81tk Fe-mail

+ ¥ 21U 7 1 0ne Stop Serviced
SCM GUARD Platform#5s
HADOEALY —EX
=Nt —E X

CKE. B, RET7L T, F8)




2. B — VIR
Gaceiue(ilmnn SRR

ARmZ7A >y 7
5.%v b7 — 271k
6.t 11 F HE LEBR

(RIS 3= Az wt i3




Advanced Technology, Receive GUARD
1.EZ#EE()
B X — WV DR

RAEZ2=

A= IS o ) ABELHIZ (FVARRA L.
A% EH 1,000 £ DVARE S S
*—VEEH LR UBREDBERR
URLDHT & & UfA3E - BT 7 4 LD, 74 L 2IRA
MalwaretR 4l

DTV ARA LT A= DFER

Z Y L 7 OER

BERRBMIZ 7400 T V10 2PMalware i EEELT

ARZIZY YO EhttURLAEVATEEZBEWTAILER. 29 >0—-FTE3
T7ANMDHBBEVATH S UH LD > O0— R L TRRERE
MalwareD ¥ = v V#EEEBL T7 7 4 VIBRFAEH I hfcBEHEI— R
Gy ]

EERT FLRBE - BREZRE

A—WRELET L 20BN EF £ v o L TEE - BERE
S FEGMERICREZT R L 205E - BETHRE
2R WD TR

i)

fr. 7

5f‘ ‘x.

A—=ILDEBEERT

o VATHOWMULTHEULILEREL & CEEHEER .
o ZETAZX—NITECEBOEHELESE .
EHEEEL ECRRMENG L TEABSIEDEEERTE

U7 IZ A4 LURLS R

ARZEY Y oh28 Mo TOWAEREVATH SN U BT TAT
MO — R fRE

AZIZY 2o LIZURLOTERER. 474 FNZBE

iBiY > o hibh A% 5. End-PointF TBEF. BN DER °

fEb&ME X —IVIMAGEZ #2

T4 E—ENTTX— IR EDKE. B X — IV IMAGEZ H#iHsE
B A = DR T A=V DRNERICURLY ¥ 2 NHBBED X — I
NBZDEDEA A=V LA TniE

B OBREDEFFe-mail. /Y27 —FAh%B. BIERLET—/v¢E
BEEZBUBRLILE. BE

REZ24 042>

AgE AT

@e\ceiueﬁunnn

9" %t s

BEHrEshic x—VEERFELNFALILES. UZ X —VEX2EDHT
BRYAMEORBINEFEICES KSCBEH T2 — V&R
Ne—Y DEEER I ® ICRBES(LEX TRE

BR ) D& (S HE G B

BT N2 bRICH X — VIR ERBIBERRT
X — I BRERRT S W0 &

RERBABRRLC, BE XAy £—YUMA

HELF XA 1RE

BEFD K x4 > B RD T
BROTHD > FThHSEHE. EBIHTL Ths, BERTR




@:eiveﬁuﬂnn

Advanced Technology, Receive GUARD
1. =2 #85(2)
B X — W DRESH. F—F—X—FBI74 V2 2 TG

LR — b 2R/ ILEA—IVXHETE u Bl A R 4
A=Y —=NREZ T4y DREEERBREREE D L TEE

FEE(CLR— FRTEERZ 5 o A—JLAXEA—IAYZRED—TFD
KARE X —IILZERORRD IR

(REZISBRITRE B L UHAE NRE—VHEBLTA—LEHEE
e — e BB v v IEES A — LR/ R R E SLp v i -

- H\—ﬁu “ )_DJIJEJ\/7§ e L fﬁ{xm B OFEET 2B L THEIC A —ILER

EREICEMORRL EICHT 2M|EE. X —ILEX

A=) EEBEEEA B L CRENROBE, A —ILEK, X—ILFR

ez R
BE - EE7 74 NLVSH wINERDRERY » 71k A= DRA P IVIZEENXRT
PDF. HWP, DOC. PPT# &, —MIZ(EFIT 5XET 7 A Mic A —LADIRH S M XTEORTESITLTY 78l e B (BLOCKIWARNING] A 00 s

BE L BED— REYALRTOLS LRH c UL DRERIEET CICRBENEEET — & £ EICH e
VATH 5 LHREE LT, falit o . BUT—ZAREINBIEL. LY ERAKHATA e
B DA DHER T A — L DM

EEOXAIIEBENLEAIRE

BAESNTA— LY —NEBEF v 7 ARRATY = 7TEBERE T RY
RCPTORE, X —ILEnXHERICNT 2 AV LHD B AR
ERVRATLOEZICHT S Y TR A LIFHRIER
PRIEBHEERAE ~ DR ENER TE R it

T—=h47 BAEREZ7 1 V2 v TEE ZRREXIR

BREDWE LI FMBIIEA Ny 77y TAlRE A — VBT OB, EAERE RN B E B
RIRTHIPR S i X — L RTEIRE EAEREERY = 7~V EBLTF— L EE
Appliance?=h', 7z 7A=Y X T L ER—ICREBEA BEOHREDBEEEA N WD R T A EA AT
BRET7 7 ANVERYANT ZETRBEDOA = - YRATLER— . gign@EEEORICL VEEAE 7 (LE U ¥ SRR
RSTRE




Advanced Technology, Receive GUARD

R X — LR H

51

MURXAHA - ZY L7 T7RE

i o BANEEEY — E Xt (dhi>dIh) I A3k
i, EOEICEREREFLEME

iy 7YY LY THRNKEZHAA

iv, Receive GUARDY 77

All Mail Box 0 search Reltedtothismad | i || Delte

Ad (Work)  Ad (Normal)

o 0

VA Total The number of used : 2 3.1 Sec Used

VR A LEBRERIR /BT

Delivery Log View Header Download EML @GPt

@ History of attach file inspection

Classification File Name

Ransomware DHL Reciept 039846171 zip (289.25 KB)

0 Falsified Header - Falsified the others

Result

from info@dhl.com There is changed into amjad@al-nesir.com

RESENDING
—Drre

3 INOTIFICATION
et ieAaTore

\  ARRIVALDATE: 13th November 2017 TIME: 1:00PM

RITTHI Y by X2 TFEIRA—IVE(E
i, BASBITHSBO) XA — LT AY Y FDANy 24

i, MENERE ST 4 vV IIWERZHAA

i, FAEBL TREDEEIFHRREDIAA

iv, Receive GUARDIX{E R E&IEAN /T

Qo

Delbery | pemit

seach Gestedto s ma | | Dekte

AT parmtand Devery Delvery Log View Header Download ENIL. @GsPrint

o o

(@ sesicinformation about GUARD inspection
Ad (Work)  Ad (Normal)

Deliveny satus  Not Delivery VA Total The number of used : 2 41,36 Sec Used

o o

@ History of attach file inspection

Classification File Name
HSTS8951131117.zip (190.07 KB)
Pedows Itab] » 105 AMainand)
9 Sender address danger - Final sender address
Now 104.171.115.154 [U.S.A(Mainland)] » 165.227.203.253 [U.S.A(Mainland)]
Previous [Iltaly] » [U.S.A(Mainland)]
Result First sender address is from [U.S.A(Mainland)] There is changed into [U.S.A(Mainland)]

e e e e e e
of the relative DC/Amendment Content (T02), a5 applicable, for
your reference.

Please note that the copy of DC/Amendment (T02)

@e\ceiueﬁunnn
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AXURLIC - Y H LT 2 T7ERITY Vo KE
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o EFREAXA—TTY v EENEE

[Filter 2zmTm i

Ml Sender feedback@service alibaba.com
Sender IP 72.52.229.122 Communication host.travtalktv.tv
Histroy of body text inspection
E URL Virus
Js:Agent-
es/sign_auth/sign_auth/sign_auth/953cfa3b4e529bbfa27e009e80af727e953cfa3bde529bbfa27e009e80bf727e/BDN [Tri]
detection
< >

=) Alibaba.com

Trade Center 1P:217.225.9*

SCM GUARD changed this mail into IMAGE Form due to danger action

View Details

Manage Your Orders

Johnson Hugleck

Hello,
1am Johnson Hugleck, the purchasing manager at Deo-Jurgen Limited

We are interested in your products 5o kindly inform me of your company terms. | hope to
get response from you soonest.

Fan
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indore.depot@hindware.c--
purchase@westcoastin.com
purchase@westcoastin.com
ah02a_cs@infiniumtoyota---
info@huayfenghang.com.sg
Caleb@imaginefilms.tv
Caleb@imaginefilms.tv
Caleb@imaginefilms.tv
Caleb@imaginefilms.tv
Caleb@imaginefilms.tv
Caleb@imaginefilms.tv
Caleb@imaginefilms.tv

Caleb@imaginefilms.tv

PURCHASE ORDER
PURCHASE ORDER
PURCHASE ORDER
URGENT ORDER
PROFOMA INVOICE
coupon_30_835410778
coupon_30_835410778
coupon_30_835410778
coupon_30_835410778
coupon_30_835410778
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§ sato@shuttle8.co.jp
@ sato@shuttle8.co.jp
shopping-newsclip-master---
shopping-newsclip-master:

shoppir 7'{”/9_ [ 7% |
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ETA NOTICE (6 DAYS) FOR LOADING ONE GRADE OF PHENOL IN BULK CLOSE TO
2,000MT AT THAI TANK TERMINAL MAPTAPHUT , THAILAND - MT ORIENT PINE -
V.18004

BExxonMobil - ONSAN CHEMI - 1, 3 or 5 Year Time Charter

0din Marine: 1000MT Exxal9S, Singapore - Durban, 10 - 15 April

[ODIN MARINE] PALMS / OLEO CHEMS CARGOES TO AG / CHINA / INDIA / INTRA
SEA / PAKISTAN

MT.SUNRISE ECO / V.18004 / NOMINATION MESSAGE / KOHSICHANG
RE: MT.SUNRISE ECO / V.18004 / NOMINATION MESSAGE / KOHSICHANG

TRANSITING THROUGH TURKISH STRAITS 26.02.2018

[TrackingETC]RE: Eastem Chemi - Bunge/Sunwoo, CP 23 Feb 18, Laycan 08 - 16
Mar 18 (TBN), Lift #017-18

0din Marine Transhipment Requirement - Ulsan to Mid China

[ODIN MARINE] PALMS / OLEO CHEMS CARGOES TO AG / CHINA / INDIA / INTRA
SEA / PAKISTAN

Daily #PortNews update//Port Moresby, Papua New Guinea - earthquake//
RE: RE: BExxonMobil - ONSAN CHEMI - 1, 3 or 5 Year Time Charter

RE: MT.SUNRISE ECO / V.18004 / TENTATIVE ITINERARY / KOHSICHANG
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support@sys.jpdirect.jp (5] [oMomsTse] [EE] P EBREHRHOTAR

support@sys.jpdirect.jp [E5t1] [2oMomSZse] kAGERCETSPROTES

[E&StE] [PRUAERSZS5E] Re: MV. CHANDRA KIRANA _ PO for supply SAACKE Boiler
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/ Burmer

@ kiatchuan.sbs-asia.com@---
& contact. manwesa@gmail.--- New Quotation CIF Saudi Arabia 18-03-28 21:52
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§ contact.manwesa@gmail.--- New Quotation CIF Saudi Arabia

¥ contact.manwesa@gmail.--- New Quotation CIF Saudi Arabia
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Standard
SCM 147

CPU : Intel® i5-35707 A £E—7Y v ¥
34GHz * 1EA

Cache : 6MB (1 x 6MB)

Memory : 16GB (2 x 8GB) DDR3-12800
HDD 0 : SSD 250GB HDD * 1EA

HDD 1 : SATA 1TB HDD * 1EA

Power Supply 250W Power Supply

I—HHEALI00A, 200A, 300A

Fy hT—=7 K- b2TFHEY B
V=B |HOERTAT +— v REEARE
EARMAHRT, RRCUBEREARIAE

B CUBELEA 0 AR HET AT 82

SCM 113 SCM 115

CPU : Intel® Xeon® E3-1231V3
3.40GHz * 1EA (4 Core)

Cache : 8MB (1 x 8MB) Level 3 cache
Memory : 16GB (2 x 8GB)
DDR4-2133R DIMMs

NIC : Ethernet (4*1GbE) Adapter
SSD 240GB * 2EA : RAID 1

SSD 240GB * 2EA : RAID 1

SATA 1TB * 2EA : RAID 1

Power Supply 740W Power Supply *2

CoreEfi:4Core, 6Core. 12Coref&ak

X 4Core COHEL E AJBE

CPU : Intel® Xeon® E5-2620V3
2.40GHz * 1EA (6 Core)

Cache : 15MB (1 x15MB) Level 3 cache
Memory : 32GB (2 x 16GB)
DDR4-2133R DIMMs

NIC : Ethernet (4*1GbE) Adapter

SSD 240GB * 2EA : RAID 1

SSD 240GB * 2EA : RAID 1

SATA 2TB * 2EA : RAID 1

Power Supply 740W Power Supply *2

BEEAS, KDBERERZ 2B L THETEMRELEL
2fF/N— F%ZRAID 1THER L. EXtOREERKRICHLE

VAR Z &R ARBRICIEC T 7o DH/WLER

F—RRENR D= FE2BRWTETSSDOFTEFDINn Memory F R ICCore EIBICERED/IT7 + —< > RBEE

SCM 117

¥6Core T12CoreZ B ANRAJRE

CPU : Intel® Xeon® E5-2620V3
2.40GHz * 2EA (12 Core)

Cache : 15MB (1 x15MB) Level 3 cache
Memory : 64GB (8 x 8GB)

DDR4-2133R DIMMs

NIC : Ethernet (4*1GbE) Adapter

SSD 240GB * 2EA : RAID 1

SSD 240GB * 2EA : RAID 1

SATA 4TB * 2EA : RAID 1

Power Supply 740W Power Supply *2
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